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1. Abstract

The Research Data Lifecycle spans from research planning to data collection, processing, publication,
archiving, and reuse. Each phase presents specific challenges that can be addressed through Artificial
Intelligence (Al) and Machine Learning (ML). Based on a systematic mapping of stakeholder
involvement, we identify and prioritize Al/ML applications with the highest potential impact on
efficiency, quality, and FAIR compliance. We identify strategic action areas where Al/ML could support
future shared RDM services and where no mature solutions currently exist. The increasing availability
of generative Al and machine learning (Al/ML) methods raises new opportunities and challenges for
research data management (RDM) . The Shared RDM Services and Infrastructure project was launched
to establish a framework that provides selected tools and infrastructures as shared services for
Austrian universities and research institutions . Building on the project’s original focus on
interoperability, FAIR principles i, and the bundling of expertise across institutions, a dedicated
working group was established in 2025 to explore potential intersections between Al technologies and
the research data cycle. In this paper, we present a structured mapping of Al/ML opportunities along
the stages of the research data lifecycle, complemented by cross-cutting issues, such as metadata
interoperability, legal compliance, and quality assurance. For each stage, we identify typical activities,
relevant stakeholders, gaps in current practices, potential Al/ML applications, and their expected
impact. We highlight “action areas,” such as the absence of mature tools for cross-domain metadata
annotation and Al-supported license advising, where new shared RDM services could be developed.
Al-based models and tools could serve as an incentive for existing research in the field of Al/ML, while
at the same time paving the way for new, innovative approaches to be investigated in a specific sub-
field of computational science or Al research. The analysis provides an avenue for both, use cases that
lead directly to quick wins and long-term strategies for integrating Al into national and European
research data infrastructures. We argue that Al can act as an enabling layer for FAIR and Open Science,
if service design, governance, and responsible use remain in focus.

Keywords: Research Data Management (RDM), Shared Services, Generative Al, Machine learning, FAIR
Principles, Metadata Interoperability, Open Science

2. Introduction

Research data management (RDM) is becoming increasingly important for researchers and requires a
variety of supporting tools that can be used throughout the lifecycle of research data V. In recent years,
technical and organizational advancements have been made that are now being applied in various
fields of research (e.g. research data repositories, analysis platforms, electronic laboratory notebooks,
and data stewardship programs). The aim of the project Shared RDM i is to create a framework to offer
selected tools and infrastructures in the field of RDM as shared services for selected Austrian
universities and research institutions. This bundling of different expertise creates a sensible use of
resources and promotes interoperability, standardization and the connection to international
initiatives. The project is carried out in the spirit of the EOSC ¥ initiative and thus contributes to an even
more reliable and easier re-use of research output. It creates a landscape of national RDM
infrastructures and services that can be used as a use case/success story at international level and
increases Austria’s visibility.
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The technology leap brought about by the increasing availability of large language models, generative
Al in general, machine learning (Al/ML) methods, and the ongoing development of Al-based tools is
now beginning to reshape research data management'. As a project, we have responded to this
development by establishing a dedicated working group aiming to identify intersections between Al
technologies and the research data cycle, and to provide guidance for their strategic integration into
RDM services thereby focusing on the infrastructures and services developed within the project. We
present a structured mapping of Al/ML opportunities across the stages of the research data lifecycle,
complemented by transversal themes such as metadata interoperability, legal compliance, and quality
assurance. For each stage, typical activities, stakeholders, gaps, potential applications, and impact
levels are assessed. Based on this analysis, we propose a set of action areas.

In section 3 we provide the methodological framework for the following analysis. The results will be
presented in section 4, and discussed in a broader context in section 5. In the final section 6 conclusions
for further work on these issues will be presented.

3. Methodology

The identified Al/ML applications in RDM and consequential action areas were derived through a
combination of literature review, analysis of existing RDM services and tools within Austrian
universities as well as gap analysis comparing current capabilities with FAIR requirements, community
and expert input gathered at a symposium conducted in the Shared RDM project.

Literature review

Literature was screened and collected via Web of Science database (WQOS), using search terms in Title:
artificial intelligence" and "research data") or ("machine learning" and "research data") or

"Al” and "research data") or ("ML" and "research data") or
"artificial  intelligence" and "RDM") or ("machine learning" and "RDM") or
"Al" and "RDM ") or ("ML" and "RDM ") or

artificial intelligence" and "data management") or ("machine learning" and "data management ") or
"Al" and "data management") or ("ML" and "data management ") which resulted in 145 hits on 2026-
04-14. Among those references there were 10 review articles. Only 69 references were Open Access
articles. These were further refined to “Article”, “Review article”, resulting in 50 documents. The
reference list is available as supplementary file at https://doi.org/10.3217/4qm20-mze24.

(
(
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Based on those documents, literature search was expanded manually using Google Scholar and
OpenAlex to expand on and develop the key aspects along the research data lifecycle as indicated in
Figure 1. The framework consists of six Research Data Lifecycle phases ': Research Planning, Data
Collection, Data Processing & Analysis, Data Sharing & Publishing, Data Archiving, and Data Reuse.

Mapping and gap analysis

All stages of the research data cycle were initially mapped with exemplified Al/ML applications from
the base literature and extended with examples from the experience of authors integrating transversal
themes such as metadata interoperability, legal compliance, and quality assurance. For each stage,
typical activities, stakeholders, gaps, potential applications, and impact levels are complemented by
all authors during repeated discussions rounds. Stakeholders have been grouped into researchers,
research support, IT infrastructure, publishers, and externals, such as collaboration partners, third
party consultants, external funders and suppliers. Stakeholder categories are outlined in the overview
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summarizing Al/ML applications along the research data lifecycle, and are exemplified in more detail

in the respective subsection of results.

Exemplary Al/ML applications are evaluated by the authors based on three key characteristics: (1)
stakeholders, (2) impact (efficiency, quality, FAIR alignment), and (3) related risks. As a final step,
authors completed with a gap analysis through comparison with existing tools and use cases at their
associated as well as collaborating institutions and delineated action areas derived from internal
discussion rounds. The research data lifecycle model was used to structure the results. integrating
respective activities, processes and technical requirements at each stage. For each gap identified in
the different phases of the research data lifecycle, a description can be provided using three elements:
(1) description of the situation, (2) gap description, (3) related risk and related potential.

Community and expert input

In addition to the literature review, this work was informed by discussions during the FAIR & Al
Symposium organized in 2025 i, The symposium brought together researchers, data stewards,
infrastructure providers, legal experts, and policy stakeholders to discuss opportunities and challenges
at the intersection of FAIR data and Al. The event highlighted recurring themes that informed the
analysis presented in this paper, including metadata quality and interoperability, trustworthy and
explainable Al, legal and ethical compliance, data quality assessment, Al governance, reproducibility,
and the role of research support services. While the identified action areas are not a direct outcome
of the symposium, the discussions provided valuable practical perspectives that complemented the
literature review and expert assessments conducted within the Shared RDM project.

Collect

Action Areas
Risks
Potential

Impact

Coverage

Analyse

Share
&
Publish

Figure 1: Graphical abstract: Mapping of Al/ML applications along the research data cycle included
stakeholders, gaps, risks and potentials.



CLUSTER
FORSCHUNGSDATEN

4. Analysis of AI/ML Potentials in the Research Data Lifecycle

In this section examples are listed along the research data lifecycle for the steps of research planning,
data collection, data preparation and analysis, data sharing and publishing, data archiving, and data
reuse.

Most exemplified Al/ML approaches for or by RDM tasks have been suggested for the phases of data
collection and data preparation, such as metadata and data mining and cleaning Viil- *x xi.xii. xii © qat4
selection and management XV ¥ xixvi followed by examples for supported data cleaning and labeling
as well as feature and model selection, deployment and debugging *ii. Other examples of automated
risk assessment and report generation ** could be attributed f.i. to research data planning.

The following subsections indicate an overview on Al/ML applications along the research data lifecycle,
summarized in Table 1.
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Challenges

DMP, tools &
methods, ethics &
legal compliance,
resources

experimental
setup, quality
control,
documentation

data cleaning,
metadata
enrichment,
versioning &
workflow
management,
evaluation

Long-term
citeability, access
& usage
conditions,
quality assurance
& peer review

long-term
formats, backup
& integrity,
security,
sustainability
planning

Findability,
Interoperability,
Data citation &
tracking,
community
building

Stakeholders

researchers,
research support,
IT infrastructure,
externals

researchers,
research support,
IT infrastructure

researchers,
research support,
externals

researchers, IT
infrastructure,
publishers

IT infrastructure,
researchers,
publishers,
externals

researchers,
externals,
research support

Al/ML
application

automated DMP
generation, risk
and resource
forecasts

Real-time
anomaly and
outlier detection,
smart sampling &
calibration

automated data
cleaning &
anomaly
detection, NLP-
based annotation,
AutoML pipelines

automated
license
suggestions,
semantic search
& repository
recommendation

predictive format
migration,
automated
integrity
monitoring

recommender
systems for data
sets usage,
automated
bibliometric
analyses

Impact

accelerates
planning,
high level
integration
into funding
portals

reduces
expensive
repetition of
experiments
, increases
data
integrity

time-saving,
increased
data quality
and
traceability

increased
visibility,
reuse &
citation,
promotes
open
science

long-term
security

network
effect

Table 1: Examples of Al/ML applications along the research data cycle

Researchers

Research Support

Exemplary roles

Risks

false
interpolation
or mapping

false
deletion/inter
polation or
mapping

false
deletion/inter
polation or
mapping

possibly
missed
community
relevant
infrastructure

real-time
checks still
required

return on
investment
under debate

Example
Reference

XXi, XXii

XXVi, Xxvii,
XXviii

XXXii, Xxxiii,
XXXIV, XXXV

XXXVii

xli

xliii, xliv

Research project management and acquisition, experimentation
and analysis, students, research assistants

RDM consultants, ethics and legal department, technology transfer
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Infrastructure s.a. server and cloud operators, administration of
IT Infrastructure software and devices

Publishing group, journals, editors, libraries, archive manager,
Publisher research societies, scientific associations

Collaboration partners, third party consultants, external funders
Externals and suppliers

Table 2: Stakeholder categories and exemplary roles as indicated in the beneath Al/ML applications

4.1. Research planning

Key activities and challenges include the creation of a data management plan (DMP) with tasks as
defining data formats, metadata standards, responsibilities, and retention periods. The decision on
suitable collection and analysis tools takes interoperability and open source principles into account.
The Ethical and legal review is based on data protection (e.g., GDPR), consent forms for human studies,
and directions of the ethics committee. Finally, budgeting and securing resources adds tasks as
calculating costs for storage space, infrastructure, and personnel. > Relevant stakeholders, as
introduced in Table 2, comprise researchers (management, concept development), research support
/ RDM consultant (DMP expertise, advice on standards), ethics committee / data protection officer
(legal approval), and infrastructure operators (e.g., data center, cloud provider for capacity planning).
Al/ML applications for supporting the above listed tasks include automated DMP generation by e.g. a
historical template analysis, and risk and resource forecasts on e.g. budget, time, and infrastructure
requirements. il These applications facilitate the preparation of grant applications and DMPs.
Forecasts reduce budget deviations and infrastructure bottlenecks. In summary, planning is
accelerated, but this approach requires a high level of integration into funding portals.

4.2. Collecting and gathering data

Key activities and challenges comprise the experimental setup or study design towards ensuring
validity and reproducibility, data collection including sampling, sensor technology, surveys and
interviews. Additionally, real-time quality control by validation and plausibility checks during the
collection are of importance, as well as the documentation of all steps covering complete logs, and
versioning. »Vxxvxxvi Relevant stakeholders involve researchers conducting experiments and field work,
technical staff and laboratory technicians setting up and maintaining equipment, students or research
assistants collecting data and keeping records, as well as infrastructure operators for network and
storage for raw data. Al/ML applications supporting the collection process comprise real-time quality
control using anomaly and outlier detection, and smart sampling & adaptive instrument calibration. i
xwiiiaix gy ch applications prevent incorrect measurements and data loss at an early stage, and optimize
resource utilization in field studies and sensor networks. In sum, expensive re-measurements are
avoided or reduced, and data integrity is increased.

4.3. Data preparation and analysis

Key activities and challenges comprise data cleaning such as handling missing values, outliers, and
consistency checks; metadata enrichment by assignment of standardized terms (e.g., via JSON-LD,
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Dublin Core); versioning and workflow management, e.g. use of Git, FAIR workflows (Snakemake,
Nextflow); and statistical evaluation & visualization: Reproducible scripts (R, Python), automated
reports.xxixxi Relevant stakeholders involve researchers during analysis and interpretation, data
stewards and/or the RDM team for quality assurance and metadata standard suggestions, IT support
and system administration for setting up analysis and computing environments, and statistics and
methodology consultants in case of advanced analyses. Al/ML application examples are given by
automated data cleaning and anomaly detection, intelligent metadata generation (NLP-based
annotation), workflow optimization and adaptive workflow orchestration (AutoML
pipelines) @iixaxiviowoni Manual cleaning and standardization are time-consuming and error-prone.
Missing or inconsistent metadata slow down FAIR principles. Reproducibility increases through
standardized, versioned pipelines. In summary, such applications save time for researchers, and
increase data quality and traceability.

4.4. Data sharing and publishing

Key activities and challenges include the selection of suitable repositories (disciplinary vs. institutional
archives), assigning persistent identifiers (e.g., DOI) and ensuring long-term citeability, defining access
and usage conditions by evaluating open access requirements vs. embargo options, accompanied by
a suitable license selection. Additionally, peer review and quality assurance are implicated for data
papers, data journals, and review processes.*i Relevant stakeholders are researchers as data
publishers and reviewers, library and publication services as repository operators and for license
advice, publishers and data journals for the publication process, and infrastructure operators for
server operation and interfaces. Al/ML application examples are given by automatic license and access
optimization through e.g. recommendations for licenses, and semantic search and recommendation
engines for repositories.” i Such applications increase the visibility of data sets and researchers may
find potential digital objects for reuse more quickly. Additionally, optimized license recommendations
could prevent legal risks. In sum, open science is promoted increasing reuse and citations.

4.5. Data archiving

Key activities and challenges comprise long-term format migration by avoiding format obsolescence
(e.g., TIFF instead of proprietary formats), backup and redundancy through off-site storage and regular
integrity checks (checksums), security and access concepts, such as encryption, role and authorization
systems, and sustainability planning for funding of ongoing maintenance. XX Relevant stakeholders
are represented by researchers in case of transfer of metadata and infrastructure prioritization,
archivists and associated research support for policy development and format migration,
infrastructure operators for storage and backup systems , as well as funding bodies regarding the
budget for long-term costs. Al/ML application examples include predictive format migration such as
the detection of obsolescence risks, and automated integrity monitoring by e.g. anomaly detection in
checksum logs." Such applications can prevent data loss due to obsolete formats or silent corruption
and save time and effort of manual checks in large archives. Altogether, this approach is important for
long-term security, but less necessary than real-time checks.

4.6. Data reuse

Key activities and challenges include tasks for findability & discoverability, such as search engine
optimization of metadata, and registries (e.g. re3data); interoperability, such as usage and
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development of standardized APIs, community services (e.g. Open Geospatial Consortium), and linked
data; data citation & tracking, such as the collection of citation metrics and impact analysis; and for
training & community building through workshops, and showcasing case studies on successful use.”
Relevant stakeholders include (external) researchers & students, industry & partner organizations in
regard to application development, research support and training coordinators for workshops and
documentation, as well as funding agencies and politics concerning a proof of social impact.
Al/ML applications comprise recommender systems in regard to the question who uses which data
sets and clustering of use cases, and automated citation and impact tracking for bibliometric
analyses. ™ These examples support (external) users in finding suitable data sets, and enable the
measurement and visualization of data impact for e.g. reporting to funding agencies. In summary,
benefits are based on the network effect (increased value with increasing participation), still
considering an initially lower return of investment.

4.7. Selected Use Cases

The following cross-sectional use cases for RDM applications, introduced in Figure 2, highlight
exemplary Al/ML approaches spanning over several steps along the research data lifecycle.

Plan Collect Process Share Archive Reuse

Transcription
Synthetic Data
Data Anonymization

Reproducibility Assitants

Figure 2: Selected use cases of Al/ML applications in (research) data management along the research
data lifecycle

Automatic speech recognition and transcripts for preparing and analysing data

To-Text transcription is a central step in data preparation in - but not exclusively - qualitative social
research ¥V, Two example tools already used in practice are the open-source software noScribe *Vi and
aTrain *Vii. Both tools rely on machine learning models such as pyannote ** or whisper ' for automatic
speech recognition (ASR). The impact of Al-supported transcription technology is manyfold. First, the
transcription process is faster, even though it still requires the Human-in-the-loop for quality control.
Second, the tools offer an export format allowing for integration in traditional transcription software
like MAXQDA and ATLAS.ti to allow researchers to continue directly working in those tools after
transcription. Third, the software including its Al-component can be deployed locally on the desktop,
hence enabling a GDPR-compliant workflow and addresses privacy concerns. Finally, for researchers
with less (financial) resources, the tools mentioned above provide an alternative for automated
creation of transcripts in comparison to commercial transcription services. Moreover, both example
tools are open source and can be easily set up by the research support staff or by researchers itself.

Use of synthetic data for collecting and gathering data

Although synthetic data (SD) is not a new concept, with steady growth of data-driven research and the
emergence of new Al/ML-methods, SD has been gaining increasing attention. SD can be defined as
data that has been generated using a purpose-built mathematical model or algorithm, with the aim of
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solving one or more data science tasks. ' Synthetic datasets mimic real datasets by preserving their
statistical properties and the relationships between variables. l Generating or using synthetic data
can be achieved in various ways, for example, deploying deep learning architectures such as

Generative Adversarial Networks, statistical simulation and others. v,V The following examples serve
to illustrate areas of applications of synthetic (research) data:

e The recent increase in data protection regulations has fuelled the use of synthetic data to
mitigate disclosure risk. As incentive for ambitious data collection projects some journal data
policies allow authors to meet the replication and data disclosure requirements by providing
a synthetic data set developed from the estimated models. Vi

e licensed (research) data: a work around in cases where data used are restricted by the data
provider, either by contractual restrictions (licenses) or IP-rights restrictions, GDPR compliance

or confidentiality concerns Mi. Synthetic data is better for privacy preservation than
‘anonymised’ datasets as removing identifiers is not always enough to safeguard
confidentiality Vi, For instance, Gonzales et al. identified several use cases for synthetic data
in health care research.

* In the context of ML the following key areas are increasingly of particular interest: (i) private
data release, (i) data de-biasing and fairness, and (iii) data augmentation for robustness. "

Synthea’s * focus is on healthcare simulation with clinical patient records. In compliance with the U.S.
department of Health and Human Services it can be deployed either on-premise or as a cloud service.
Synthetic Data Vault v allows data generation for tabular data and is designed to work on-premise,
with standard CPUs.

Data Anonymization and De-identifying Personally Identifiable Information for data
processing, sharing and publishing, archiving and reuse

With the emergence of generative Al, the advancement of machine learning techniques, as well as the
increasing use of Al tools based on these new technologies in research and science, issues related to
the management of sensitive data and compliance with legal regulations (e.g., GDPR, Al Act) have
come even more into focus. Hence, anonymization or de-identification of sensitive data or so-called
personal identifying information (e.g. in clinical research, as well as personal data in fields like
psychology, educational research, empirical social research etc.), has become an important part of the
research data cycle. "% This might affect not only the stage of data sharing and publishing, but also
the archiving process and data reuse at a later stage. At the same time, the further development of
Al/ML-based anonymization tools is also advancing. It is important to note that automated
anonymization tools do not automatically guarantee regulatory compliant anonymity. Most tools
identify and transform sensitive information, but human review remains still essential in many
contexts. The recent emergence of locally deployable LLMs has significantly expanded the capabilities
of anonymization systems i, These technologies can recognize contextual references to individuals
and organizations that traditional rule-based approaches may overlook. An example from the medical
research field is the LLM-Anonymizer ™V, that has been developed to anonymize medical documents
with local, privacy preserving large language models. An extension to the LLM-Anonymizer is the
locally deployable workflow termed LLMAIx ™ where the anonymization tool serves as one building
block in there. Textwash i is also an open-source anonymization tool, specifically for qualitative and
social science research. Commercial versions of the tool have been developed recently. Microsoft
Presidio i is a general-purpose, cross-disciplinary open-source framework for detecting, redacting,

10
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masking, and anonymizing sensitive data across text, images, and structured data ™. SEAL ™ and

RUPTA ™ while not yet production ready systems, are emerging research frameworks and as such
may shape the next generation of privacy-preserving Al technologies.

Reproducibility assistants for collecting, analysing, sharing data, and reusing
data

Reproducibility of scientific publications is essential for the scientific community to grow and make
use as well as reuse published scientific output. The process of reproducing scholarly output plays a
crucial role for researchers and likewise peer reviewers i Both, researchers in general, as well as
developers specifically, can be supported by Al assistants to increase reproducibility of computational
scientific analyses ™V At the same time, the transparent use of Al assisted data analysis and code
generation can be automatically documented and reported using distinct Al agents such as Git-Bob
workflows/pipelines ™. On the other hand, reviewers also benefit from Al-supported reconstructions
of implementations as well as assisted peer review ™Vi. Reproduction of scientific works is often
laborious and first automation efforts have been described recently ™ ii. Thereby, LLM-based
automatic extraction of scholarly articles’ hypotheses, experiments and interpretations allow to
capture representations and replication tests with the current limitations of multimodal data, visual
depictions, and discrepancies between human and computational agents. For example, Bibal et al. "l
developed an Al reproducibility assistant termed OpenPub ™, allowing for workflow reconstruction
from thirty hours to one by automatically rebuilding missing steps according to their feasibility
study ™. This efficiency gain illustrates the value of Al-generated proactive guidance tailored to both
authors and readers. This among other examples marks a shift in kind, not simply degree: “Al is
becoming an integral layer of scientific infrastructure, a tool extending cognition in the same way the
telescope extended vision or the computer extended calculation” ™,

5. Discussion and identified action areas

The above exemplified application scenarios of Al/ML approaches are supported by and actively
support the sequential steps in managing research-related digital objects. A more comprehensive view
on the topic suggests various gaps identified in the given list of examples framed within the context of
the research data management lifecycle. A description can be provided by using four elements:
description of the situation, detailed gap description, related risk, and related potential. A summary of
action areas for exemplary Al/ML applications along the research data cycle is summarized in Figure
3 and detailed in the respective subsections beneath.

In this section, potential fields for further research and development are explicated. Development and
application of such Al-based models and tools would thereby involve not only research support and
other stakeholders using Al/ML techniques to RDM tasks but also specific sub-fields of computational
science or Al research designing and developing underlying models and tools. This could serve as a
stimulus for existing research in the field of Al/ML and simultaneously pave the way for new, innovative
approaches that can be applied to RDM related tasks and hence improve the research process.

11
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Figure 3: Mapping of action areas for potential Al applications to research data management phases;
specified application examples span over multiple steps along the research data cycle.

Cross-domain, context-sensitive metadata annotation

Many subject areas use their own metadata schemas (e.g., biodiversity vs. geosciences vs. medicine).
Unfortunately, cross-domain discoverability is poorly developed, which is particularly problematic
given that many current research questions can only be addressed through an interdisciplinary
approach. Free-text terms, local technical jargon, and non-standardized units hinder searching,
network formation, and linking to knowledge graphs. Rich context is also contained in code,
notebooks, instrument protocols, and file headers, but this is rarely evaluated for metadata, or manual
curation is slow and inconsistent. Many repositories limit themselves to a minimum of metadata fields
(simplified Dublin Core/DataCite fields) and offer only limited subject-specific information (units,
instruments, methods, variables). Since there are no universally applicable checklists for researchers,
different schemas are used, and repositories rarely offer context-specific assistance.

An Al/ML-powered, context-aware metadata annotator capable of deriving the subject area and
academic context from files, code, and documentation—and selecting the appropriate schema or
profile—could already lead to a massive improvement in the discoverability of research data. In the
process, entities, variables, units, locations, and methods would be extracted and normalized to link
them to relevant ontologies, thereby generating validated, machine-processable metadata that can
be ingested into both generic and discipline-specific repositories. In doing so, domains and the
schemas used should be automatically recognized, and compliance with FAIR sharing guidelines or
those of publishers/funders should be verified at the same time. To achieve interoperability, variable
names must be harmonized according to community standards and assigned to the appropriate
measurement types and value ranges. Context-relevant information stored in files, headers, and

12
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notebooks must be used to derive variables, units, instruments, and processes and to establish
connections between them.
Inadequate descriptions of datasets result in poor discoverability, leaving them invisible to cross-
domain search queries. Semantic discrepancies hinder integration, and missing information on units,
methods, and context lead to incorrect reuse and failed reproduction. Data sets that are linguistically
limited to a very narrow geographic area severely restrict their global discoverability and reusability.
Comprehensive, standardized, and multilingual metadata improves discoverability in repositories and
knowledge graphs. Ontology-linked variables, units, and methods enable cross-domain queries and
data integration. Furthermore, machine-processable context (methods, instruments, sampling, PIDs)
allows reusers to assess usability and reproduce analyses.

Automatic license and access advising

To be on the safe side, researchers often resort to “All rights reserved” or choose a Creative Commons
license without considering the consent requirements, third-party contributions, funder guidelines, or
institutional policies—and without understanding how these factors interact. In addition, different
types of data (e.g., software, raw data, and documentation) are grouped under a single license, which
is incompatible in most cases. Compounding the issue is the fact that terms of use for data sources
(APIs, publishers), embedded third-party content, and export control restrictions are difficult to
identify and make the reuse of found data impossible or discourage its use.

There is a lack of an Al/ML-powered rights and access advisor that is integrated into the acquisition
process—specifically, DMP and publication workflows—and that recommends appropriate licenses
and access controls along with explanations, generates machine-readable metadata on rights, and
coordinates controlled access as needed. It would be particularly helpful to analyse files and metadata
to identify existing licenses and detect cases where no license is present, as well as outdated or custom
terms.

Failing to develop a licensing strategy entails various risks that are not limited to legal issues. For
instance, it stands to reason that the incorrect use or selection of licenses can easily lead to copyright
violations, breaches of terms of use, non-compliance with GDPR, or export control issues. Excessive
restrictions on open data, such as choosing a CC-NC/ND license, unnecessarily limit reuse, while
insufficient protection when releasing sensitive data can result in financial consequences and
reputational damage. The clear origin of data is also crucial; if there is an unclear link between
consent/IRB approval and access conditions, this can quickly become a problem, and it becomes nearly
impossible to justify the situation to auditors or funders.

Researchers and curators can both benefit from a suitable ML/AI solution, as clear, appropriate
licenses provide legal clarity for reuse and automatically align with the recommendations and
guidelines of funding agencies and institutions. At the same time, this leads to increased efficiency, as
manual reviews are reduced to a minimum and researchers are presented with the correct licenses
from the very beginning.

Monitored living DMPs with policy compliance checks

DMPs are still often viewed by researchers as static documents that are created once as part of a grant
application, are rarely updated, and have little relevance to their day-to-day work. In fact, the
requirements of funding agencies, journals, institutions, and laws sometimes conflict with one another
or change without notice, which places an excessive burden on researchers. Although DMPs address
these issues, the assignment of PIDs, metadata, deposit in repositories, and long-term archiving
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planning only take place during the hectic phase before publication and could easily be integrated into
ongoing operations with early planning. Since DMPs are mostly used statically rather than dynamically,
important information about the project timeline is missing—information that could serve as evidence
of who made which decisions, when, and why.
Dynamic, “living” DMP services that already incorporate an Al assistant could not only be machine-
readable but also continuously monitor progress. In doing so, they should take into account both the
project scope and institutional guidelines and funding agency requirements, and generate
recommendations for action as well as a traceable chain of origin. To do this, these assistants must
have access to a curated, versioned library containing the requirements of funding agencies, journals,
institutions, and legal regulations, while also identifying potential conflicts or contradictions. The
integration of structured fields for data types, sensitivity, repositories, licenses, retention, long-term
archiving, and costs would be the absolute minimum and must be continuously updated. The
integration of other tools (e.g., GitHub or Nextcloud) that serve as triggers for new events (new
dataset, new code release, consent update) must be automatically detected by the Al and prompt a
response from the user. This should be followed by an automatic FAIR assessment with suggestions
for improvement and early-stage licensing advice for data, code, and metadata. The situation-
dependent involvement of human curators or the legal department—in cases where the Al assistant
is uncertain—must be a boundary condition of the assistant based on justifiable criteria.
The lack of ongoing assessment of project progress increases the risk of non-compliance with
requirements and the associated potential for delayed publication. This results in necessary but costly
last-minute corrections. Consequently, there is a risk of violations of consent regulations, invalid
licenses, and uncontrolled handling of sensitive data. Finally, missing PIDs, insufficient metadata, and
the absence of a retention plan also lead to significantly reduced reusability and contradict the due
diligence required by funding agencies and publishers.
The timely deposit of project results in approved repositories with machine-readable permissions and
access controls reduces bottlenecks in publication and meets funding agency requirements.
Standardized licenses, PIDs, and domain metadata build trust and promote reuse. Increased efficiency
through automated checks and recommendations reduces the workload for curators and Pls and
simplifies the verification of provenance and compliance status.

Predictive format migration for long-term archiving

There is a shared consensus among all trustworthy repository operators that research data should be
preserved at the bit level. In order to be able to use the data in the future, it will be necessary to
migrate it to other formats. Currently, there is no forward-looking assessment of when certain datasets
will actually need to be migrated, nor of the uniform goals and quality standards by which validation
should be conducted. In practice, format changes are only addressed when users report unreadable
files, which leads to rushed projects and inconsistent results

A solution would be an Al/ML-powered predictive migration planner that forecasts the obsolescence
of formats and proactively plans migration with transparent justification. In doing so, it incorporates
both internal policies and external sources into its analysis. These may include the popularity of
software and packages, the prevalence and age of repository formats, user usage and access patterns,
as well as mentions in citations/registers.

Neglecting migration strategies for research data will inevitably impact ongoing efforts to reuse
research data. Although bit integrity remains guaranteed, it will not be possible to extract results or
reproduce the research. This, in turn, leads to unnecessary additional costs, as experiments or
simulations must be repeated to obtain important data, or regularly results in a “crisis migration”—
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which is technically still possible but places an additional, unreasonable burden on staff, infrastructure,
and the budget. A lack of planning leads to inconsistencies in migrations and can also be a source of
security risks, as compromised formats continue to be used.
Al/ML solutions that actively address these challenges would provide long-term support to both
researchers and infrastructure operators. Researchers would be more strongly encouraged to produce
results in a curated and reusable manner, as it would be guaranteed that these results will remain
usable over a long period of time and that their research can be validated, reproduced, and utilized for
future analyses. Additionally, decision-making processes can be better documented, which increases
overall audit readiness. Repository operators can incorporate format migrations into their multi-year
roadmaps and plan for the corresponding computing and storage requirements. In this context, an
institutional or cross-institutional transformation strategy across repositories can lead to standardized
practices and reduce duplication of effort.

Explainable and reproducible computational workflows

Simulation and data analysis are fundamental components of modern research, yet there is still room
for improvement when it comes to documenting and clearly visualizing dependencies. For example, it
is not uncommon for inputs, parameters used, initial values, and software versions to go unrecorded,
and for generated code and data to lack persistent identifiers. Runtime environments vary and contain
hidden dependencies, such as in notebooks/scripts with unspecified package versions and
undocumented requirements for the operating system, GPU, and libraries. Some projects use Conda,
others Docker, and still others nothing at all, and requirements on HPC systems are not taken into
account. If containers are used, they are often not examined, leading to security and compliance gaps,
as licenses for dependencies are unknown, images are unsigned, or, in the worst case, sensitive data
ends up in the code. Automation (CI/CD) for rebuilding/testing environments is currently limited and
does not include machine-readable metadata for auditors and reusers.

Analysing code, notebooks, and metadata to automatically generate reproducible environments,
suggest appropriate containerization strategies for each platform, create workflow definitions, and
capture end-to-end provenance with minimal curation effort would be a range of tasks that could be
handled by a specialized Al/ML solution. For example, the solution could analyse repositories to
identify languages and dependencies in Python, R, Julia, Java, Node, MATLAB, etc., and generate
predefined environments (requirements.txt). It could also suggest recommendations for base images
and create and run pipelines using sample data.

If software, code, or workflows are not reused because results cannot be reproduced due to a lack of
documentation, this leads to a loss of trust, time, and resources. Unknown platform dependencies and
vulnerabilities cause pipelines to break on HPC/cloud systems and require custom configurations. This
situation is further complicated by staff turnover, resulting in the loss of institutional knowledge.
Potential security and compliance issues arising from undisclosed licenses hinder reuse and lead to
reduced citations.

Fully specified, portable environments and workflows that can be re-run on laptops, HPC systems, and
in the cloud—with clear traceability and PIDs—greatly increase the visibility and dissemination of
one's own research, which has a direct positive impact on the reputation of researchers and
institutions. Reviewers at academic journals and peers can validate results relatively quickly and cost-
effectively and base future projects on existing work(forks) rather than relying on new developments.
Last but not least, cross-institutional interoperability is promoted as standard workflow languages
become widely adopted, and images that are automatically checked for vulnerabilities and signed
enable more secure operation of the infrastructure.
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Automated ethics and bias checks during data collection

Especially research in the humanities and social sciences relies heavily on the collection and analysis
of personal data, which is subject to special data protection and can have serious consequences for all
parties involved in the event of a data breach. Currently, in most cases, approvals for research
guestions are obtained on a one-time basis from the relevant committees, and the scope of consent is
not machine-readable. There is also no ongoing review of compliance, especially as instruments evolve
or new areas are covered. Considerations regarding biases and ethical aspects are not recorded as
structured metadata (data sheets/data cards), which hinders reuse and peer review. This also means
that hidden sampling and measurement biases leading to under-/over-representation of groups, as
well as suggestive or ambiguous question wording, remain undetected until the analysis stage. Data
protection and the scope of consent are generally taken very seriously, nevertheless, overstepping the
scope of consent (or local laws) as well as restrictions (e.g., data sovereignty of indigenous peoples,
export controls) can occur unintentionally and are not encoded in the metadata.

An Al/ML-powered solution that is directly integrated into survey platforms, data loggers, and
annotation tools—and that performs real-time checks, recommends corrective actions, and records
machine-readable metadata and provenance data regarding ethics and bias—could offer substantial
improvements. The priority must be placed on safeguards for informed consent and data protection,
and it is essential to promptly verify whether the incoming sample is consistent with the target
parameters (from the DMP or external statistics). Any resulting warnings regarding gaps in
representativeness, recommendations for adaptive recruitment or oversampling, or changes to the
survey instrument must be proactively communicated to the researchers. Machine-processable
metadata on ethics and bias must be automatically generated and stored in a structured format. When
handling personal data, human-in-the-loop review must be conducted with decision logs and
justifications, and the Al/ML solution must be clearly labelled as a “support tool” that must under no
circumstances act entirely on its own.

The lack of documentation regarding ethical considerations, biases, and similar issues prevents
reviewers and reusers from identifying systematic underrepresentation and the use of biased
instruments, which inevitably leads to inaccurate or unreliable results for certain subgroups. This
results in poor reusability, as reproducibility is not guaranteed and costly data collection must be
repeated. Additional violations of consent regulations, insufficient anonymization, and breaches of
sovereign rights and export control regulations lead to legal consequences and a loss of trust.

The use of Al/ML-generated datasets—which contain machine-processable consent boundaries,
information on biases, and provenance data—enables reusers to assess suitability and reproduce
results responsibly. Proactive quality and fairness analysis (real-time guidance) towards
trustworthiness reduces bias at the source, improves validity and generalizability, and protects
participants at the same time.

In summary, this analysis on exemplary application scenarios serves as a starting point for
future developments. Key insights from the community and expert input during the FAIR and Al
symposisum influenced the analysis and are aligned with the above indicated action areas: (1) There
is a disparity between FAIR metadata and data quality. (2) Sensitive data requires integrated
governance and infrastructure. (3) Data stewards are becoming critical intermediaries. (4) Al
governance and literacy are emerging RDM competencies. (5) Reproducibility and provenance remain
central despite Al advances.

It should be emphasized that the Shared RDM Services and Infrastructure project concludes/concluded
in July 2026, which limits the possibility of quickly transforming the identified Al/ML opportunities into
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concrete applications within the current project’s timeframe. This plan is supported by the fact that
almost all the project participants have expressed a strong wish to continue the initiative beyond the
formal end of the project, transforming it into a sustainable community effort. In this sense, the
outcomes documented in this paper are not only tied to the project but also serve as a long-term
orientation framework for Austria’s RDM landscape and its connection to European and international
initiatives. While from an institutional perspective the project operates on a national level, the present
conceptualization and gap analysis may fit for other countries as well, because the cycle-stages are
being regarded from a research perspective without geographical boundaries.
Besides, the relevant stakeholders and their roles need to be addressed as they - like for example
publishing business, infrastructure providers or funding agencies - also are affected by Al. Moreover,
not only options, but also risks and potential barriers to future Al/ML support in RDM must be included
in developing a strategic roadmap.

6. Conclusion and Outlook

Al/ML approaches are currently often described to increase efficiency in data-driven science which
can support scientific discovery and decision making. In regard to RDM several methods can be applied
particularly to support data collection, preparation and analysis, such as Al/ML-based transcripts, but
also other applications along the research data cycle, such as rendering sensitive data publications
possible through Al/ML-assisted anonymization and synthetic data generation techniques.
Notwithstanding, efficiency could come at the expense of quality. Therefore, we highlight some
examples for Al/ML approaches that potentially increase the quality in data-driven research, such as
increased reproducibility of computational workflows, and automated version and provenance
documentation for transparency. Some future developments are outlined for example facilitating the
work with personal data through compliance checkers, or fostering interdisciplinary reuse through
cross-domain, context-sensitive metadata annotation. A further step could involve building on agent-
based Al workflows throughout the data lifecycle, which could facilitate data-driven research
processes, provided that, inter alia, the (already well-established) individual components are
orchestrated properly. Although this topic goes beyond the scope of this article, it is worth looking in
this direction for future research, as there are a few promising solutions tailored to specific disciplines,
some of which are still at an early stage of development.

The outlined exemplary Al/ML applications and use cases as well as the deducted action areas for
potential applications highlight Al as an enabling layer for FAIR and Open Science, while stressing that
sustainable service design, governance, and responsible use are essential for its success. Conversely,
FAIR data sharing is pivotal to developing and implementing Al methods, and both viewpoints will be
necessary to maximize the yield by reuse of digital objects in research.
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